
Implementation Guide for N3 
Hosted Voice Services (HVS)

This guide outlines the preparations sites should undertake ahead of 
delivery of the N3 Hosted Voice Services (HVS).

It also provides N3 Voice Services’ customers with technical  
information relating to the deployment of the N3 HVS. 

N3 Managed Video Conferencing 
Getting Ready Guide

This guide outlines the preparations that organisations 
should make before the N3 Managed Video 

Conference service is delivered.



N3 Managed Video Conferencing 

Getting ready  - what you need to do

Introduction:
We’ve put this guide together so that you’ll have all the information you need to run successful calls via N3’s Managed 

Video Conferencing (N3VC) service.   

It’s really important to get certain things in place on your site(s) before the service can be installed. We’ve outlined 

them in this guide so that everything can run smoothly.  

The single most important thing to do is adjust your firewalls. If you don’t, the equipment can’t communicate over  

the IP network. 

This is a job for your technical support people… make sure they know about this and can sort out any adjustments 

before the N3VC installation date. We’ve included all the technical information in this guide to make these essential 

changes to your firewall.
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Role Name Email Phone

Administrator/
Manager

Technical support  
(in business hours)

Technical support  
(out of business hours)

Contact details:

Use the checklist below, so that you know what other essential information you’ll need to have at hand when you place your order.

✓
Details of the locations of the room where you'd like your video 
conferencing equipment to go

✓ Any phone number in the room

✓
Information about the network the end point equipment will be 
connected to: the speed, the IP address

✓ Manufacturer details

✓ Model

✓ Serial number

✓ Software version

✓ Admin username

✓ Admin password

Registering end points
The end point, also known as a codec, is the device that captures the video and audio signal from the camera - and converts it to data. 
The data signal is sent to the other site where another codec decodes it and puts it through the screen and speakers. The  
box is usually the size of a large laptop and will often have the camera attached.

When the firewall changes have been done you should complete an on-boarding form so that your managed end points can be 
registered on N3 Meeting Manager (this is the web based portal used to book conferences - your camera/end point will be listed here 
too).  Then we’ll make some test calls.  

One of the features of the N3 managed service, is that a video call will be started automatically for registered end points  - our operations 
team have a link into the video end point but need the username and password to control the system remotely, and to launch the call.  
We will also need access to the end point for routine maintenance and software upgrades – requiring username and password access.

The information we must have from you so that we can place your order for the N3VC service is below. 
First, we need contact details. Please check that these are up-to-date.

1. Ready to order?



2. What you must do 

Changing the settings on your firewall
NHS Trusts connect to N3 via a firewall and routers (see diagram below).  The routers are managed by N3 but the firewall is the 
responsibility of the Trust.  The firewall is there to stop unauthorised traffic from entering your internal network. It protects your users 
and other users on the N3 network from exchanging viruses etc.  The firewall has to be set-up to let infrastructure and people using the 
N3VC service exchange video, data and audio information.  You’ll also need to check that connectivity from the management centre(s) 
has been allowed, so that end points can be managed.   

Customer/Guest N3
Site with IP End point(s)

End point

NHS Trust
Firewall

N3SP
CPE

N3SP
CPE

N3
Core

For information on the N3 Managed Video Conferencing service, go to www.n3.nhs.uk/videoconferencing  
- or you can contact the N3 Managed Video Conferencing service helpdesk on 0800 085 0503. For product 
information and sales, select option 3. For technical help or to book a video conferencing call, select option 4.



3. What happens next?
Confirming your service is live
This is the final part of the process – it’s known as a certification call or test call.  Once your paperwork has been sent in 

and your site is successfully loaded into the N3 Meeting Manager, one of our video conferencing producers will get in 
touch to schedule a meet and greet certification.

You’ll need to be in the video room so that the producer can take you through the certification process and check 
audio and video quality. They’ll also check data sharing is working (if you’ve got that feature on your codec) and they’ll 
also give you advice on camera positions and settings. 

Once all that’s done and the producer confirms the certification is complete - you’re ready to start using N3 Meeting 
Manager to book, schedule and manage your video calls.

Training
To help you get the best from N3 Meeting Manager, there are two types of online training:

Booking your calls
One of the great things about the N3VC service is that we’ve made sure it’s really straightforward to book – you 
can do it all online. 

You’ll want to think about what suits you best for reserving rooms and booking calls. Some organisations prefer 
it if the person who’s already responsible for conference room reservations does the videoconference bookings 
too. Others are happy to run an open access setup for lots of people. The rooms and video conferencing 
equipment can be booked on a first come first served basis.

To access the online training packages, or to find out more about how N3 Meeting 
Manager works go to:

http://www.n3.nhs.uk/ProductsandServices/N3Applications/VideoConferencing/N3MeetingManager.cfm

• instructor led training – these sessions usually last for about 60 minutes - you can choose your slot from 
various dates throughout the month
self-paced training – go at your own pace; these sessions last for about 30 minutes. They can be stopped, 
paused, skipped and viewed as many times as you like.  •

For information on the N3 Managed Video Conferencing service, go to www.n3.nhs.uk/videoconferencing  
- or you can contact the N3 Managed Video Conferencing service helpdesk on 0800 085 0503. For product 
information and sales, select option 3. For technical help or to book a video conferencing call, select option 4.



4. Things to think about…
Where’s the best place to put your video conference end points?
The N3 Meeting Manager is an on-line tool that lets you set up calls by booking a meeting room.  To make the most of 
your end point equipment you need to make sure it’s placed where the largest number of people can enjoy the service.

Video conferencing works best if you can control natural and artificial lights - so window blinds and clear overhead 

lighting are the best scenario.

Wall colour and paint 
If you’re lucky enough to be designing the room from scratch or can change wall colours then this is a simple guide.  As with 
most corporate office space, certain colour schemes are better for working in. Neutral shades like beige, tan, pale grey or a 
pale slate blue work best. These colours create the best ergonomic background and reduce eye-strain when you’re looking at 
the video images. Don’t use stark whites and the darker palettes; these are not a good background for viewing. 

Whatever your colour scheme, remember muted pale tones are best. Vibrant colours really don’t work in this situation – 

they can reflect light and cast a hued pallor onto video images.

Windows and window treatments
In an ideal world you should choose an interior room without windows for your video conferencing room. Sunlight 
can disrupt the camera's ability to capture a good image, and it can make viewing a conference difficult as glare may 
overcome the brightness on many display screens and monitors. If you have the option, take an interior room. If this 
is not possible, and you’re video conferencing room has exterior windows, then use vertical blinds or drapes that have 
a solar-blocking or blackout to prevent glare. As with wall finishes, and go for finishes and fabrics in solid, muted pale 
tones, not fabrics that have patterns.

Lighting
Whatever lighting fixtures you choose, the goal is to have an evenly lit space with minimal shadowing. Don’t use direct 
lighting aimed in the direction of the camera lens. Diffused fluorescent fixtures work well - so do indirect candescent 
fixtures, which allow for a dimming feature. Stark, direct lighting, such as indoor spotlights, may cause heavy 
shadowing. These don’t work well in a video conferencing environment.  A combination of indirect candescent and 
diffused fluorescent gives the most lighting flexibility.

For information on the N3 Managed Video Conferencing service, go to www.n3.nhs.uk/videoconferencing  
- or you can contact the N3 Managed Video Conferencing service helpdesk on 0800 085 0503. For product 
information and sales, select option 3. For technical help or to book a video conferencing call, select option 4.



5. Technical requirements
There are two types of managed video conference call, multi-point and point-to-point calls. A point-to-point call is made between two 
end points and a multi-point call is between more than two end points.

All managed calls are set up for registered end points by the N3 Video Conferencing service.

End point equipment  
You can connect existing and/or new end points to the N3VC service.  These end points have to be compatible with the H.320 or H.323 
standard and can either be connected via IP (H.323) or ISDN (H.320).  All IP end points on the managed service have to be connected 
on the N3 network, using an NHS compliant IP address. We recommend you have Quality of Service (QoS) in place for this traffic on the 
Trust LAN infrastructure. 

H.239 is the standard code for data sharing within a video conference. It travels within the existing signal for a video call, so no changes 
are required on the firewall. However, it does need to be enabled in the settings menu of your video system.

Registered users 
For registered users, the ordering process will see to it that traffic from registered end points is QoS marked as AF4 on the local CPE for 
transit across the N3 network. If you need extra CDR and/or QoS bandwidth just get in touch with the N3SP helpdesk 0800 085 0503 
option 4. Guest IP users don’t automatically get QoS functionality for video, as they haven’t ordered the N3VC service.  So, if you want to 
invite a guest to use the service, all you have to do is to talk to the N3SP helpdesk and they’ll sort out the arrangements.

Table 1 - catalogue service standard CDR and AF4 QoS bandwidth 

N3-2-5

N3-2-14

N3-3-5

N3-2-26

N3-2-59

N3-2-6

N3-2-15

N3-3-6

N3-2-27

N3-2-60

N3-2-7

N3-2-16

N3-3-7

N3-2-28

N3-2-61

N3-2-8

N3-2-17

N3-3-8

N3-2-29

N3-2-62

Primary Circuit CDR Primary Circuit AF4 QoS Secondary Circuit CDR Secondary Circuit AF4 QoS

10 Mbps

20 Mbps

50 Mbps

100 Mbps

1,030 Kbps

1,030 Kbps

1,060 Kbps

5,090 Kbps

5 Mbps

10 Mbps

25 Mbps

50 Mbps

530 Kbps

530 Kbps

560 Kbps

2,590 Kbps



N3 Multipoint Control Unit (MCU/bridge) – sits in the N3 network and allows multi-point,  
and mixed IP and ISDN calls to be made – IP address 81.147.216.160/27.  

End points - This term refers to both the local end points on the Trust site and also the registered destination that your 

trust may have a point-to-point call with.  Please be aware that:

N3 Video Conferencing Management Centre – connected to the N3 network, this 
manages your end points and the central infrastructure that forms the managed service – IP addresses 216.98.186.64/26 and 
216.98.176.64/26 (there are two management centres).  Inbound traffic from the management centres to the Trust end points 
needs to be permitted together with the corresponding return traffic to allow connectivity and functionality to be established. 

See table in Appendix 2 for the firewall requirements for registered end points.

Guest end points  - this term refers to a device that hasn’t been registered to use the managed service, but has been 
invited as a guest for a conference.  All calls that include a guest are bridged by the MCU as a multi-point call; ISDN or guest users 
have to dial into the conference; they’ll be given instructions on how to do this – these are provided on the meeting invite.  
Please be aware that:

 

Inviting guests to join a managed video call
If you invite a guest to join a video conference hosted on the managed service we strongly recommended you run a test call 
before the actual conference to check the firewall changes have been made correctly.  The firewall needs to be set up to allow 
connectivity to/from the managed video conferencing infrastructure so that video, data and audio to can be exchanged. 

The diagram in Figure 2 (Appendix 2, pg 10) shows registered and guest end points taking part in a multi-point call.

firewall permissions need to be granted for traffic to/from the MCU

H.323 sessions negotiate TCP/UDP ports dynamically within the range 1025-65535, providing this connectivity  

is recommended to provide maximum interoperability between various makes and models of end point

the MCU will make a connection to each registered IP end point taking part in a multi-point call 

guest IP users must be connected to N3 as NHS IG policy won’t allow external connectivity 

inbound traffic from the MCU to the Trust end points needs to be permitted together with the corresponding return traffic   

for standard committed data rate bandwidth and AF4 QoS for the various N3 Ethernet catalogue services, see Table 1 on page 7.

•

•

•

•
•
•

permissions need to be granted for traffic to/from the MCU, management centre and also directly between end points 

point-to-point calls between registered IP end points don’t go through the bridge; the management functionality will make sure 

the call is automatically established from the end point hosting the meeting to the destination end point

to cater for point-to-point calls, the trust may decide to allow all traffic to/from the local end points. Alternatively, 

users will have to explicitly request connectivity to remote destinations as and when they’re needed using a 

locally agreed process

H.323 sessions negotiate TCP/UDP ports dynamically within the range 1025-65535, as long as this connectivity 

is recommended to provide maximum interoperability between various makes and models of end points

the MCU will make a connection to each registered IP end point taking part in a multi-point call 

guest IP users must be connected to N3 as NHS IG policy won’t allow external connectivity 

inbound traffic from the MCU to the Trust end points needs to be permitted together with the corresponding return traffic   

for standard committed data rate bandwidth and AF4 QoS for the various N3 Ethernet catalogue services, see Table 1 on page 7.

•
•

•

•

•
•
•
•



End point configuration
For added security you make the following changes. These will give you the option to turn off the function for a snapshot of the 
camera to be viewed by the web interface.

Below is a guide to where you’ll find this feature on two common end points and platforms.  This will differ 

depending on make and model.                                                                                                                                                                                                                            

For these two end points:

Tandberg MXP

• admin settings (the wrench icon)

• video

• set “Web Snapshot” to off (a radio button)

Polycom HDX/VSX

• system

• admin settings

• general settings

• security

• security settings

• deselect “Allow video display on web” (a checkbox)



Figure 2 - multi-point call with registered IP and guest IP/ISDN end points

6. Appendix 1 - example topologies

Figure 1 - N3 Managed Video Conferencing, example topology
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Figure 3 – point-to-point call between registered IP end points
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7. Appendix 2 - table of managed end point 
inbound and outbound firewall rules
Inbound rules (from N3)

TCP <random> TCP 1720 Call Initiation

TCP range [1] TCP range [1] H.323 traffic

UDP range [1] UDP range [1] H.323 traffic

TCP <random> TCP 1720 Call Initiation

TCP range [1] TCP range [1] H.323 traffic

UDP range [1] UDP range [1] H.323 traffic

TCP <random> TCP 22, 23, 24 Telnet / SSH

TCP <random> TCP 80, 443 HTTP / HTTPS

ICMP 
(Echo reply – 0, Echo 

– 8, Traceroute – 30)  

ICMP
(Echo reply – 0, Echo 

– 8, Traceroute – 30)  
Ping / Traceroute

MCUs
81.147.216.160 /27

End points

VC Management 
216.98.186.64 /26 
216.98.176.64 /26

End points

End points

End points

This connectivity will allow the N3 bridge to 
initiate calls to registered customer end points 

and h.323 sessions to be created.  All multipoint 
and mixed IP and ISDN conferences are bridged; 

point-to-point calls between registered IP end 
points are direct between devices.  The range [1] 

of ports needed is because of negotiation between 
devices; it’s recommended to give you maximum 

interoperability between various makes and 
models of video end point.

Call initiation and h.323 sessions should be permitted for 
point-to-point IP calls between registered end points as 
these will be external to the bridge.  The people taking 
part depend on who the users establish sessions to. 
Connectivity can be granted either to all calls to/from 

local end points or on a case-by-case basis, depending 
on local processes between end users and the IT 

department. The range [1] of ports needed is because of 
negotiation between devices; it’s recommended to give 
you maximum interoperability between various makes 

and models of video end point.

So that management connectivity can be set 
up to the registered IP end point, the protocols 
and ports detailed will be needed.  The actual 
requirements vary depending on the end point 

being used. However, this range will cover for all 
known permutations and makes the full range of 

VC services available.

Source Source Port Destination Port Description Destination Comment

 [1] H.323 media and control ports are negotiated dynamically unless the device supports and is configured to use a fixed range. 
Without a fixed range the port range is 1025 - 65535

TCP <random> TCP 1720 Call Initiation

TCP range [1] TCP range [1] H.323 traffic

UDP range [1] UDP range [1] H.323 traffic

TCP <random> TCP 1720 Call Initiation

TCP range [1] TCP range [1] H.323 traffic

UDP range [1] UDP range [1] H.323 traffic

TCP 22, 23, 24 TCP <random> Telnet / SSH

TCP 80, 443 TCP <random> HTTP / HTTPS

ICMP 
(Echo reply – 0, Echo 

– 8, Traceroute – 30)  

ICMP
(Echo reply – 0, Echo 

– 8, Traceroute – 30)  
Ping / Traceroute

End points

End points

End points

End points

MCUs
81.147.216.160 /27

VC Management 
216.98.186.64 /26 
216.98.176.64 /26

This connectivity will allow the registered customer 
end points to initiate calls to the N3 bridge and 

h.323 sessions to be created.  All multipoint 
and mixed IP and ISDN conferences are bridged 
whereas point-to-point calls between registered 
IP end points are direct between devices. The 

range [1] of ports needed is because of negotiation 
between devices; it’s recommended to give you 

maximum interoperability between various makes 
and models of video end point.

Call initiation and h.323 sessions should be permitted for 
point-to-point IP calls between registered end points as 

these will be external to the bridge. The people taking part 
depend on who the users establish sessions to. Connectivity 

can be granted either to all calls to/from local end points 
or on a case-by-case basis, depending on local processes 
between end users and the IT department. The range [1] of 
ports needed is because of negotiation between devices; 
it’s recommended to give you maximum interoperability 
between various makes and models of video end point.

To correspond with the inbound management 
requirements, connectivity outbound from the  
end point is also needed for the protocols and

 ports specified.

Source Source Port Destination Port Description Destination Comment

[1] H.323 media and control ports are negotiated dynamically unless the device supports and is configured to use a fixed range. 
Without a fixed range the port range is 1025 - 65535.

Outbound rules (to N3)



8. Appendix 3 - guest firewall settings

Inbound rules (from N3)

TCP range [1] TCP 17 TCP H.323 traffic

UDP range [1] UDP range [1] H.323 traffic

MCUs
81.147.216.160 /27

End points

This connectivity will allow inbound h.323 
sessions from the N3 bridge. The range [1] 
of ports needed is because of negotiation 

that takes place between devices; it’s 
recommended to provide maximum 

interoperability between various makes  
and models of video end point.

[1] H.323 media and control ports are negotiated dynamically unless the device supports and is configured to use a fixed range. 
Without a fixed range the port range is 1025 – 65535.

Outbound rules (to N3)

TCP <random> TCP 1720 Call Initiation

TCP range [1] TCP range [1] H.323 traffic

UDP range [1] UDP range [1] H.323 traffic

End points
MCUs

81.147.216.160 /27

Call initiation and h.323 sessions should be 
permitted to the N3 bridge. The range [1] 
of ports needed is because of negotiation 

between devices; it’s recommended to provide 
maximum interoperability between various 

makes and models of video end point.

Source Source Port Destination Port Description Destination Comment

Source Source Port Destination Port Description Destination Comment

For information on the N3 Managed Video Conferencing service, go to www.n3.nhs.uk/videoconferencing  
- or you can contact the N3 Managed Video Conferencing service helpdesk on 0800 085 0503. For product 
information and sales, select option 3. For technical help or to book a video conferencing call, select option 4.



For more information please call the N3 Helpdesk on 
0800 085 0503 or go to www.n3.nhs.uk

N3 managed on behalf of
the NHS by

British Telecommunications plc

Registered Office: 81 Newgate Street, London,   EC1A 7AJ


